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electronic records created in them. Re-
tention of record functionality and in-
tegrity requires: 

(1) Retaining the records in a usable 
format until their authorized disposi-
tion date. Where migration includes 
conversion of records, ensure that the 
authorized disposition of the records 
can be implemented after conversion; 

(2) Any necessary conversion of stor-
age media to provide compatibility 
with current hardware and software; 
and 

(3) Maintaining a link between 
records and their metadata through 
conversion or migration, including cap-
ture of all relevant associated 
metadata at the point of migration (for 
both the records and the migration 
process). 

(c) Ensure that migration strategies 
address non-active electronic records 
that are stored off-line. 

Subpart C—Additional Require-
ments for Electronic Records 

§ 1236.20 What are appropriate record-
keeping systems for electronic 
records? 

(a) General. Agencies must use elec-
tronic or paper recordkeeping systems 
or a combination of those systems, de-
pending on their business needs, for 
managing their records. Transitory e- 
mail may be managed as specified in 
§ 1236.22(c). 

(b) Electronic recordkeeping. Record-
keeping functionality may be built 
into the electronic information system 
or records can be transferred to an 
electronic recordkeeping repository, 
such as a DoD–5015.2 STD-certified 
product. The following functionalities 
are necessary for electronic record-
keeping: 

(1) Declare records. Assign unique 
identifiers to records. 

(2) Capture records. Import records 
from other sources, manually enter 
records into the system, or link records 
to other systems. 

(3) Organize records. Associate with 
an approved records schedule and dis-
position instruction. 

(4) Maintain records security. Prevent 
the unauthorized access, modification, 
or deletion of declared records, and en-

sure that appropriate audit trails are 
in place to track use of the records. 

(5) Manage access and retrieval. Estab-
lish the appropriate rights for users to 
access the records and facilitate the 
search and retrieval of records. 

(6) Preserve records. Ensure that all 
records in the system are retrievable 
and usable for as long as needed to con-
duct agency business and to meet 
NARA-approved dispositions. Agencies 
must develop procedures to enable the 
migration of records and their associ-
ated metadata to new storage media or 
formats in order to avoid loss due to 
media decay or technology obsoles-
cence. 

(7) Execute disposition. Identify and ef-
fect the transfer of permanent records 
to NARA based on approved records 
schedules. Identify and delete tem-
porary records that are eligible for dis-
posal. Apply records hold or freeze on 
disposition when required. 

(c) Backup systems. System and file 
backup processes and media do not pro-
vide the appropriate recordkeeping 
functionalities and must not be used as 
the agency electronic recordkeeping 
system. 

§ 1236.22 What are the additional re-
quirements for managing electronic 
mail records? 

(a) Agencies must issue instructions 
to staff on the following retention and 
management requirements for elec-
tronic mail records: 

(1) The names of sender and all ad-
dressee(s) and date the message was 
sent must be preserved for each elec-
tronic mail record in order for the con-
text of the message to be understood. 
The agency may determine that other 
metadata is needed to meet agency 
business needs, e.g., receipt informa-
tion. 

(2) Attachments to electronic mail 
messages that are an integral part of 
the record must be preserved as part of 
the electronic mail record or linked to 
the electronic mail record with other 
related records. 

(3) If the electronic mail system iden-
tifies users by codes or nicknames or 
identifies addressees only by the name 
of a distribution list, retain the intel-
ligent or full names on directories or 
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